ABSTRACT Many smart healthcare applications are adopting cloud to provide services to patients. However, the sensitive data can be disclosed to the authentication server/service provider. Therefore, security and privacy are crucial to its success and deployment at large scale. Patients don't want to disclose their identities to the cloud server. One way to protect their identities from cloud server is anonymous authentication. The authentication process normally involves disclosing users' private information, such as username and password to the authentication server. If the patient can be linked or tracked by the authentication server or malicious adversaries by their requests, their privacy can be breached. Most of the existing privacy preserving health care applications provides anonymity from the adversaries. However, very few of them provide anonymity from the authentication server. In this paper, we have proposed a system which provides complete privacy and anonymity to the users of health care applications from adversaries and the authentication server. In our proposed authentication scheme, we have utilized rotating group signature scheme based on Elliptic curve cryptography to provide anonymity to the patients. To add an extra layer of protection, we have used The Onion Router to provide privacy at the network layer. The performance of our scheme is evaluated by theoretical analysis which demonstrates that it resists various attacks and provides several attractive security features.
I. INTRODUCTION
Recent advances in biosensors, wireless network and embedded systems have assisted the rapid development of a wide range of wearable and implantable sensors in the human body. To collect crucial health data such as blood pressure level, and heart rate, many smart phone based health applications have been developed in the recent past [1] , [2] . The data from the sensors is sent to the cloud server, where hospitals have hosted their services for data processing. The data is analyzed to improve the level of healthcare given to the patients. An example of smart cloud based health applications is shown in Fig. 1 . Ideally, patients want hospitals to assist them with high efficiency without revealing patients' identities.
The increasing necessity for massive computation and excessive amounts of storage, is driving the healthcare industry to use cloud based servers, because of many advantages they are offering, such as cost saving and scalability. However, sharing data on un-trusted clouds can put patients privacy at risk. Cloud computing can also result in serious cloud specific privacy issues such as losing physical control over your data. Unless we provide complete security and privacy, 1 patients will always hesitate to transfer their private or sensitive data to the cloud. There are some challenges which we must overcome for building a trustworthy and secure data storage/processing system for healthcare applications on the cloud. These challenges are as follows [3] • Losing physical control: Outsourcing the data to the clouds reduces the capital and operational expenditure. However, the risks associated with losing physical control over data must not be ignored. We need to build mechanisms to protect users' privacy and protect their confidentiality and integrity.
• Multi-tenancy: Due to virtualization, it is now possible that multiple customers share the same physical storage, with the help of some resource allocation policy. It is relatively easy for a malicious user to illegally access data that does not belong to him in such an environment.
• Privacy breach: Due to huge processing power, traditional mechanisms to protect an individual's privacy may not be sufficient. For instance, our online activities reveal a lot about us. Cloud server or any eavesdropper analysing our browsing habits and location footprints can be very dangerous. In summary, due to the exponential use of smart devices large amounts of users' data are generated, stored, and processed on cloud increasing the risk of privacy violation. The smart devices and cloud servers not only collect personal information of the users such as a username, password, and telephone numbers but can also monitor users' activities such as shopping preferences and access history. All these risks associated with smart cloud based applications have led researchers to focus on applications with strong privacy [4] - [12] .
A. MOTIVATION
To access the healthcare services online such as monitoring chronic diseases (i.e., Cancer, diabetes, asthma, dementia etc.), a patient must authenticate himself/herself. The authentication process normally involves revealing the identity of a user such as username and password. Based on the information provided to the cloud server during the authentication process, the patient can be linked or tracked using their access history or preferences. Recently, many privacy preserving authentication schemes have been proposed [4] - [9] . However, these schemes do not provide complete anonymity. The aim of our research is to allow patients to use healthcare services without revealing their identities or being tracked by an eavesdropper.
In many scenarios, users pay the membership fee for a certain amount of time to be eligible to use the services until their membership expires. For instance, a member of ambulance service can use ambulance services whenever required throughout his/her membership. Following are some examples where the proposed scheme can be used effectively 1) The patients can book an appointment with a healthcare professional or call an ambulance in case of emergency using the smart phone without revealing their identities. 2) In remote health care monitoring, information of interest like blood pressure level or heart rate is gathered by the sensors attached to the body and transmitted by a controller (mobile devices or personal digital assistants) to a server where it is processed. Consider an example of a patient where an application raises an alarm automatically when the readings from the sensors go above the threshold. For example, relevant authorities (i.e., ambulance service) can be notified when patient's blood pressure goes above the threshold with the chronic heart disease or whenever a patient with dementia in assisted living facilities goes out of their defined boundaries on a given map. The identity privacy of a patient can be breached directly or indirectly. Direct privacy violation involves revealing personal information such as username, biometric features etc., used during the authentication process whereas, indirect violation involves extracting the information from the hidden patterns such as analysing the Internet traffic or patient's preferences.
To preserve identity privacy of the patient, many additional relationships between patient and authentication server must also be hidden during the communication rounds between them. We aim to achieve the following features in our proposed anonymous authentication scheme:
• Anonymity: The patient must be able to authenticate anonymously with authentication server without revealing his personal details.
• Unlinkability: The authentication server and eavesdropper should not be able to link whether two or more authentication requests are coming from the same patient. if multiple requests by the same patient can be linked together by an eavesdropper or authentication server, the patient may be identified.
• Traceability: It is important to identify the user in some cases. Providing complete anonymity to the patients sounds very appealing but also has some serious implications. Total anonymity for the system can be achieved at the cost of compromising auditing process which means auditing for the system is not possible. For example, a malicious patient can overload the system with fake appointment bookings or unnecessary ambulance calls and we will have no way to find the source of the malicious request. However, for practical application scenarios, this is not the ideal case. We need a mechanism which provides maximum anonymity to the patients as long as they do not misbehave. In case the VOLUME 6, 2018
patient misbehaves, his identity should be revealed and his membership could be revoked if necessary.
• Resistance to attacks: It is important for a system to be resistant to all possible attacks i.e., eavesdropping, replay attacks, man in the middle attack etc.
• Integrity: The transmitting messages should be verifiable by the receiving party.
The primary goal of this paper is to provide identity privacy for smart cloud based healthcare applications by providing anonymous authentication. The proposed scheme can be generalized and applied to other cloud based applications. In some scenarios, user can potentially be identified by the operations performed on a specific set of data over time. Therefore, the proposed scheme is most suitable for scenarios where the specific user cannot be identified by operations over the data. It is worth noting that other issues such as location privacy and query privacy in smart health application are equally important. However, the study of those issues is outside the scope of this work.
The rest of the paper is organized as follows. Section II reviews the related work on anonymous authentication. Section III describes the background of bilinear pairings and group signatures. The system model of proposed scheme is presented in Section IV. The detailed construction of proposed scheme is described in Section V. We evaluate the security of proposed scheme in Section VI-A and complexity analysis in Section VI-B. Section VII concludes this work.
II. RELATED WORK
The related work on anonymous authentication schemes can be broadly classified into public key cryptosystems (PKC) based schemes [13] - [22] , identity based cryptosystems schemes [23] - [28] , pseudonyms based schemes [29] , [30] , combined scheme [31] using both identity based encryption and pseudonyms, and application oriented schemes [32] - [47] .
Anonymous authentication schemes based on PKC in [13] and [14] were infeasible for mobile networks because of the computational resources required by PKC modular exponentiation, which consume more resources than what a mobile device can offer. To minimize the computational requirements, various anonymous authentication schemes based on elliptic curve cryptosystem (ECC) have been proposed [15] - [22] , which have better performance because of the smaller key size used in ECC.
The performance of ECC based schemes are enhanced by identity based cryptosystems [23] - [28] over ECC. Unlike the traditional PKC, the identity based cryptosystems exploit public identity such as ID or email address as the user's public key to eliminate the cost related to the management of public key certificates, which is often desirable in mobile environments. However, the schemes built upon the identity based cryptosystems have two major drawbacks [28] . Firstly, the identity based authentication systems suffer from the key escrow problem, where a key needed to encrypt/decrypt is held in escrow so that under certain circumstances, an authorized party may gain access to the key. The key escrow systems are considered as a security risk as the escrow agent holding all the cryptographic keys can be a single failure point or may leak information. Secondly, once a user's private key is compromised, it is very hard to revoke the user [26] , [27] .
Anonymous authentication schemes are also emerging through the usage of pseudonyms and other techniques to protect privacy [29] , [30] . Lin et al. [29] and Sun et al. [30] gave solutions to privacy and emergency response based on the anonymous credential, pseudo-random number generator, and the knowledge of proof for peer to peer systems. However, when directly applied to the distributed healthcare system, these schemes are impractical due to heavy computational overhead. In [31] , Lin et al. proposed a strong privacy preserving scheme against global eavesdropping (SAGE), utilizing pseudonyms and identity based encryption to increase the level of security. This scheme provides both content and context oriented privacy resisting strong global adversary.
In recent years, two factor (password and smartcard) authentication schemes [32] - [35] have been proposed. However, these schemes have limitations as the smartcard and password both can be lost, stolen or duplicated. Also, some of these schemes [32] , [33] require the server to maintain a password table for verification purposes, making them suffer from some possible attacks such password disclosure attacks and server spoofing attacks. To tackle the problems in two factor based authentication schemes, three factor (biometric, password and smart card) [36] - [39] , authentication schemes have been proposed. To enhance the security, biometric characteristics are employed as a third factor to design a strong authentication scheme. These schemes are designed for smart cards. However, smart cards can't perform more sophisticated tasks like connecting to the server or communication with the server therefore, these schemes are not suitable for authentication using smart phones.
In [40] , an anonymous authentication scheme in the cloud environment for e-health has been proposed. The scheme in [40] is based on blind signatures which allow users to consume cloud services anonymously. The scheme does not provide any details about user registration and revocation. The security analysis of the scheme is not discussed in detail.
In [41] and [42] , anonymous authentication schemes for wireless body area networks (WBANs) were proposed. The scheme in [41] is based on bilinear pairings and it proposed an efficient anonymous authenticated key agreement scheme for WBANs. The scheme in [42] is based on certificateless encryption, which was designed to eliminate the drawbacks of the PKI based schemes. It does not require digital certificate and identity based encryption, i.e., no key escrow problem. The schemes in [41] and [42] were both efficient, however, revocation was not clearly defined.
In [43] , an anonymous authentication scheme was proposed for wireless networks using Verifier-Local revocation (VLR) group signature scheme. However, the scheme in [43] is vulnerable to replay attacks and a malicious Group Manager can impersonate a user.
In addition, the anonymous authentication schemes based on group signatures have been proposed in many areas [44] - [47] . The group signature schemes have been widely used in vehicular ad hoc networks (VANETs) to realize anonymous authentication [44] - [46] . To improve the contextual awareness, the vehicles communicate with each other by broadcasting safety messages with position beacons. And the group signatures are used to protect the identity of the users sending safety messages to protect the location and identity privacy. In [47] , the group signatures are employed to preserve privacy in pervasive social networking (PSN ), where PSN supports instant social activities at anytime and anywhere. The anonymous authentication is achieved by authenticating the trust levels rather than the identities of nodes. The scheme achieves anonymity and conditional traceability by utilizing group signatures and with the support of Trusted Authority (TA). However, the anonymous authentication schemes in [44] - [47] are very different in context to our proposed scheme.
Most of these aforementioned schemes provide anonymity from the eavesdropper. However, the service provider is still able to extract the real identity of the user to provide him access to the services and can link multiple messages coming from the same user.
A. OUR CONTRIBUTION
To provide the services to the patients while maintaining privacy, we propose an anonymous authentication scheme utilizing rotating group signatures based on ECC, which is both secure and efficient. Our contributions can be summarized as the follows:
• We have utilized a rotating group signature scheme based on ECC [48] , to provide anonymous authentication to smart cloud based healthcare application users to prevent them from untrusted authentication server and against eavesdropping.
• Our scheme provides a mechanism for traceability with minimal compromise on privacy, in case of a malicious activity. Each group shares an expiration date and members renew their keys regularly, to minimize authentication time or the need to reveal a member's past authentications when their key is revoked.
• Anonymous authentication systems are usually considered in isolation. A service provider operating over the Internet can link subsequent requests by IP address, potentially connecting them to a physical location or an individual. We use TOR to provide anonymity on the network level, and minimize the information available to a service provider. A TOR hidden service cannot be accessed in a non-anonymous fashion, and complements anonymous authentication schemes nicely, leaving the service provider with little information to link subsequent connections.
III. PRELIMINARIES
In this section, we will review the mathematical background and security objectives, which are used as the building blocks for the proposed anonymous authentication scheme.
A. BILINEAR PAIRINGS
A pairing based cryptography is based on pairing between elements of two cryptographic groups to a third cryptographic group to construct or analyze a cryptographic system. Bilinear pairings are defined by the set of three abelian groups G 1 , G 2 and G T over a finite field Z n together with a deterministic function e, called a bilinear map with following properties 1) G 1 and G 2 are two cyclic groups of prime order p.
2) P 1 is a generator of G 1 and P 2 is generator of G 2 3) e is a computable map e :
Bilinear pairing can use ranges of pairing groups but if these groups are elliptic curves, this mapping has a very useful interaction with the discrete logarithm problem. Elliptic curve cryptography was proposed in 1985 by Miller [49] . It has been used widely to provide security in the algorithms. ECC can be implemented in many different ways rather than as a single encryption algorithm. The security strength of ECC is much stronger than other public key encryptions schemes like RSA and Diffie-Hellman [17] . ECC provides stronger security with smaller key sizes. For instance, 160 bits in ECC provides the same security level as 1024 bits key in RSA. Due to the smaller key size and scalar multiplication used to provide security, ECC is much more efficient than RSA and Diffie-Hellman.
B. GROUP SIGNATURES
A group signature scheme is based on digital signatures [50] . Group signatures allow a group manager to issue keys to a number of members. A member can then use that key to prove membership in that group without identifying himself. Anyone with the public key may verify this proof. Additionally traceable group signatures allow the group manager to open a proof of membership to determine which member was responsible, and to revoke a member.
1) KEYS AND SIGNATURES
In any traceable group signature scheme there are a number of keys and transcripts involved
• G M : The group manager key which is used to issue member keys and open proofs of the membership if needed to reveal which member signed the message
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• C i : A transcript of key issue process for user i, used to identify and revoke members after opening a proof of membership
• M i : A key, known only to one member of the group, generated by the issue process, and used to prove group membership
• P j : A proof of membership during j th authentication, generated during the prove process
• I j : A piece of the transcript C i extracted from the proof P j • T i : A trace of a member, generated to revoke a member and used to verify a proof of membership comes from a member in good standing
• R: Random numbers, used in most phases of the protocol
2) PHASES
• Generate: The group manager generates a group manager key and derives a group public key from it.
• Issue: A member and a group manager together generate a key from the group manager key and public key, leaving the manager with a membership transcript and the member with a member key
• Prove: A member demonstrates their possession of a member key to a third party, leaving both with the same proof of membership. R, M i → P j
• Verify: The third party may then check that a proof of membership against a group public key. P j , G P
• Open: The group manager may extract identifying information from a proof of membership, revealing which member did the proving.
• Revoke:The group manager extracts information from the issue transcript so that third parties may check proofs of membership for particular members
• Trace: A third party, given the tracing information from above, may check a proof of membership for the member.
IV. SYSTEM MODEL
In this paper, we have considered a system model for a hospital where much of hospital's infrastructure is hosted on the public cloud to reduce the cost. Hosting the services on the cloud also increases the risk of privacy breach. In order to protect the identity of the patient during the authentication process, we have proposed an anonymous authentication model for smart health applications which are used to access the services hosted on the public cloud. Table 1 summarizes the notations used hereafter in this paper to improve the readability. The system model is described as follows
• Trent represents hospital/clinic, sometimes also referred as Group Manager (GM ), who has outsourced much of its infrastructure to the cloud also referred as Cloud Service Provider (CSP).
• Trent has also hosted a Registration Server (RS), which provides registration services to Trent's clients.
• CSP provides services to Trent's clients, but must not be able to extract any personal information about Trent's clients.
• Alice, Bob, Carol, and Dave are clients of Trent, utilizing CSP's services.
• Mallory might control Trent's, CSP's and RS's Internet connection, alternatively Mallory might control any of Trent's clients' Internet connection. From a particular security perspective, we have split up the roles to (GM ) and registration server (RS). The GM is responsible for system initialization, key generation, and auditing whereas the RS is responsible only for patient registration. Using this approach, the GM only has to be on-line to generate keys and during the auditing process. The RS has to be on-line all the time but it does not need to have access to the private key of the GM which increases the security of the system. Fig. 2 shows the framework for the proposed anonymous authentication scheme. The identity of the patient is completely hidden from the CSP during the authentication process. Only in case of a malicious user or an emergency the identity of the patient can be revealed with the help of the GM.
A. THREAT MODEL
In this work, we consider the CSP as an un-trusted entity. This means that while the CSP follows the designed protocol, it may try to gain as much information about the user as possible and keep a log of that. Specifically, two types of adversaries are considered.
• Weak Adversary: A weak adversary may be an outsider without access to the system. They are able to eavesdrop the communication channel but unable to alter any messages.
• Strong Adversary: A strong adversary may be a legitimate but malicious user with access to the system. They can eavesdrop the communication channel and may also be able to modify the messages. The claims made by our protocol (i.e., anonymity, unlinkability, traceability) are resistant to attacks, and integrity will be tested against both types of adversaries. In Section VI, the proofs of security are provided, which demonstrate that our protocol meets/exceeds the security level of similar schemes.
B. PRIVACY GOALS
During the authentication process, the CSP can collect the user information by keeping the access logs including access locations, data access patterns and the services received. This record contains private information about the user which should be managed securely. The secure management of the users' private information is very important as the malicious administrator can pose a serious threat to users' privacy by leaking personal information. In this paper, our privacy goal is to keep service provider unaware from the private information of users such as access tokens and access history. Our privacy goals for the system are as follows:
• Alice 2 must be able to prove to CSP that she is an authorized client of Trent.
• CSP must not be able to determine the identity of Alice.
• Only Trent should be able link two performances of the protocol with the same client together.
• Alice's account with Trent must be able to expire without compromising her privacy.
• CSP must keep a log such that only Trent can link multiple requests to each other if required. 2 Here Alice represents one of the Trent's clients.
• CSP must not be able to fake the log.
• RS must keep a log such that only Trent can link clients to requests.
• Mallory must not be able to pretend to be RS, CSP, Trent, or Alice.
• Alice must not be able to pretend to be Bob from Trent's perspective.
• Trent should be able to revoke Alice's authorization to use the service with minimal privacy compromise.
• Alice should be able to authenticate to CSP even when RS in unavailable.
C. PLATFORM CONSTRAINTS
• Alice has an off-the-shelf smartphone connected to the Internet.
• RS has a privately hosted server with maximum availability. We assume that the server hosted is very secure.
• Trent uses a dedicated computer that is only connected to a network during key generation and revocation.
• CSP uses the cheapest cloud service with maximum availability.
V. PROPOSED SCHEME A. INITIALIZATION
The system initialization is done once, when Trent sets up the system. 1) Trent generates a long term private-public signing key pair, K T s and K T p . 2) Trent gives public half of that key i.e., K T p to CSP and RS.
3) The implementation allows the system to use range of pairings, the participants must first agree upon which pairings to use i.e., (p, P 1 , G 1 , P 2 , G 2 , G T , e). 4) Trent also selects a hash function H : {0, 1} * → Z p and shares it with the participants in the protocol.
B. KEY GENERATION
When setting up the system Trent generates a new group key that is valid for some time. The implementation uses group signature scheme based on bilinear pairings. 1) Trent generates the master group key G n M , and generates/derives from that the public group key G n P . The master group key is simply a random number γ :
The group public key is partially random:
and partially derived from the group manager key:
hence, the group public key is 
C. REGISTRATION
When Alice joins the group she registers with RS to get a key for the current group.
1) Alice connects to RS over a secure channel.
2) Alice demonstrates her identity to RS with, for instance, a username and password. 3) RS verifies that Alice is authorized to use CSP's services until the expiry date of the current group. 4) RS shares with Alice the bilinear pairing parameters from the initialization phase which are (P 1 , G 1 , P 2 , G 2 , G T , e). 5) RS sends Alice the signed certificate S T (G n P , I n , E n , ) from the key generation phase. 6) Alice generate a random number,
then sends (P 1 ) x to the RS who generates another random number,
and sends A and t back to Alice, who can verify that she has successfully joined by computing the following equation:
which can be proved by substituting the values of A and R on the R.H.S of Eq. (8) as follows:
The registration process leaves Alice with a member key, and the RS with a transcript,
7) RS encrypts the transcript C n i along with Alice's identity using K E and records it in the registration log. Membership registration process is shown in Fig. 3 . It is important to note that when a user Carol has to renew her keys, she has to go through the same process described in registration phase.
D. AUTHENTICATION
When Alice wishes to request a service represented by Z from CSP, she begins the authentication process: 1) Alice connects to CSP over an anonymous network.
2) Alice sends the group key to authenticate with.
3) CSP verifies the group key matches a stored certificate from Trent and that the certificate is not expired by checking the expiry E n .
4) CSP generates a random number RC and sends it to
Alice.
5) Alice and CSP perform a zero knowledge protocol to prove knowledge of x and/or A without revealing x or A as follows
• Alice generates random r r ← Z n (13)
• Alice calculates a, b, c, and d as follows
• Alice generates signature σ as follows
• Alice sends (σ, Z ) to CSP.
• CSP calculates
and continues to next step if the equality holds true. CSP terminates the connection with Alice otherwise. It is straightforward to check that the verification equality holds for a valid signature. We can also prove that our proposed scheme satisfies completeness: • CSP checks that Alice didn't perform the protocol with the revoked key. The details of the revocation will be discussed in the Revocation section. 6) CSP performs the requested service represented by Z for Alice. 7) CSP encrypts (a, d, Z ) with K E and store it in the audit log so that only Trent may read it. The authentication process for a member is shown in Fig. 4 .
E. REVOCATION
When group manager Trent discovers that a user, let's say Dave has been abusing the service, he revokes Dave's key. It is important to note, key revocation necessarily allows an unscrupulous CSP who keeps an unencrypted log to link all of Dave's connections since the last key generation, so it should be used sparingly and not as the primary means of terminating a client's service. Membership revocation process is shown in Fig. 5 and described as follows 1) Trent requests the registration log from RS and decrypts it. 
F. NETWORK LAYER ANONYMITY WITH TOR
The Onion Router (TOR) project is widely used to provide privacy at the network layer [51] . Internet data packets have two parts: a data payload (actual message i.e., email, audio file etc.) and a header used for routing. Even if we encrypt the data payload, data header can reveal some information about source, destination, time etc. Instead of using a direct connection, Internet users employ TOR network by connecting through a series of virtual tunnels. TOR protects its users against traffic analysis attacks. Traffic analysis can be used to infer who is talking to whom over a public network. TOR protects privacy by building a private network pathway. The user's software incrementally builds a circuit of encrypted connections through relays on the network. The circuit is extended one hop at a time, and each relay along the way knows which relay the data is coming from and to which relay the data is going to. No individual relay is able to know the complete path the data packet has taken.
TOR bounces connections through 3 relay nodes. They are called entry guards, middle relay nodes, and exit nodes. Each of these nodes has a specific role to play. The entry points to the TOR network are called entry guards. Middle relay nodes are used to transport traffic from the entry guards to exit nodes. It also prevents the entry guard node and exit node from knowing each other. The exit point of the TOR network is called an exit node. These exit nodes send traffic to the final destination intended by the client. Each node in the TOR network knows the key for decryption of only one layer of encryption. It achieves anonymity because the entry guard knows only the IP address of the client and the relay node but it does not know the IP address of the exit node. The exit node only knows the IP address of the relay node FIGURE 6. The working mechanism of TOR.
and destination node but does not know the IP address of the entry guard or the client. An example of how TOR works is shown in Fig. 6 . In addition to opening connections to the Internet, users of TOR may connect to hidden services. The TOR network is a group of volunteer operated servers which helps improve security and privacy of Internet users. In our scheme, to protect the patients from traffic analysis attacks and to enhance the privacy, we have employed TOR at both server side and client side.
• On Server side: The TOR provides a program to run on the server side. This program can be configured to forward connections from a hidden service to a port on the local computer. In our proposed scheme, we must run two hidden services: one pointing to a program running CSP's portion of the protocol and another pointing to a program running RS's portion of the protocol. For testing purposes these programs may run on the same hardware, but they should run on different networks practically. Further details on TOR configuration can be found on the TOR project. 3
• On Client side: TOR can be used as a proxy application to encrypt the Internet traffic and then hides it by bouncing through the series of computers around the world. Orbot 4 is an example of one of such applications. Orbot allows other applications on the same device to access hidden services. The test application can be connected to the hidden services through Orbot.
VI. SCHEME EVALUATION A. PROOFS AND DISCUSSIONS
In this section, we will analyze the security of the proposed scheme and discuss how it achieves the privacy goals discussed in Section IV-B
1) INTRACTABLE PROBLEMS
The security of our proposed protocol is based upon the Elliptic-Curve Diffie-Hellman problem and the Inverse Bilinear Pairing Operation problem. The Elliptic-Curve DiffieHellman problem states that, given a point P on an elliptic curve the result of the Elliptic Curve Multiplication C = aP, it is computationally infeasible for someone to determine the value of a. The Inverse Bilinear Pairing Operation states that, given a bilinear pairing operation e and the result of a bilinear pairing operation E = e(a, b), it is computationally infeasible for someone to determine the values of a or b. Therefore, any protocol whose security is based upon one or both of these problems is computationally secure.
2) ANONYMITY
The first feature that our protocol provides is anonymity for a user, Alice, from the service provider, CSP. This means that Alice can prove that she is authorized to use CSP's services without revealing her identity to CSP.
Proof:
The values that Alice is attempting to conceal from CSP are r, t, x, and A. CSP is provided with the equations
CSP knows the values of a, b, d, e, Q, R, P 1 , and P 2 .
To determine the value of r from the first equation, (P 1 ) x from the second equation, A from the third equation or (P 2 ) t from the fourth equation would violate the hardness of the Elliptic-Curve Diffie-Hellman problem. Therefore, it is computationally infeasible for CSP to determine the values of (r, (P 1 ) x , A, (P 2 ) x ), let alone (r, t, x, A). Similarly, given the fourth equation and the values of c and d, it is computationally infeasible to compute the second argument due to the hardness of the Inverse Bilinear Pairing Operation problem.
3) FORWARD UNLINKABILITY
Our protocol also provides forward unlinkability of transactions to Alice. This means that, unless Alice is placed on a revocation list, CSP does not have the ability to look at any two transactions and determine whether or not they were both performed by the same user. Proof: The proposed scheme is forward-unlinkable because all values provided to CSP are dependent upon a random value, r. In order to connect requests, it is necessary to calculate the value of, r, which is computationally infeasible by the hardness of the Elliptic-Curve Diffie-Hellman and Inverse Bilinear Pairing Operation problems.
4) TRACEABILITY
Another feature provided by our protocol is traceability, which also allows revocation of credentials when a user is found to be abusing the system. This means that an authorized party has the ability to learn the identity of an abusive user and revoke their access to the system. Proof: In order for the proposed scheme to be traceable, it must be possible for an authorized party to determine the user for a given authentication session. In this protocol, this is made possible through the combination of information stored by RS and CSP. During registration, RS stores the values of ((P 1 ) x , A, t) for all users. In each registration session, CSP stores the values a = Q.r and d = A.r. Trent can determine the value of A used in a given authentication session by iterating through RS's list and therefore identify the user.
5) INTEGRITY AND ATTACK RESISTANCE
Our protocol is designed to guarantee the integrity of messages and protection against Man-in-the-Middle, eavesdropping, and replay attacks. This means that the recipient of a message can be confident that it came from the alleged sender and was not modified in transit.
Proof: The integrity of the protocol is dependent upon public key cryptography and knowledge of values shared over a secure channel. When setting up a group, Trent signs the group parameters using a private key whose public key was shared previously with RS and CSP. For all future communications, RS and CSP encrypt the data being sent using Trent's public key so that only he can decrypt it. Therefore, the integrity of all communications between RS, Trent, and CSP is guaranteed by public key cryptography. Communications between Alice and RS are assumed to occur over a secure channel and a failed session will result in Alice being unable to authenticate, revealing any failures in integrity. Communications between Alice and CSP rely upon information from these communications over a secure channel and a loss of integrity will result in a failure to authenticate. These protections secure the protocol against Man-in-the-Middle attacks and eavesdropping attacks.
The authentication stage of the protocol is protected against replay attacks due to the fact that both Alice and CSP generate a random parameter to include in the authentication calculation. An attacker that attempts to replay one side of the protocol will cause a failed authentication since one of these random numbers will be different. This difference in random numbers will cause Eq. (19) not to hold true as c will be calculated based upon the replayed value of RC but the CSP will be using the new value of RC, hence causing the CSP to reject the authentication attempt.
6) DENIAL OF SERVICE (DOS) ATTACKS
Same as all existing authentication schemes, our proposed system is vulnerable to DoS attacks due to the requirement for unlinkability. If requests could be linked, the detection of a DoS attack would be trivial and the future connection attempts from that user could be ignored. In order to identify an attacker and add them to a revocation list in a scheme providing unlinkability, anonymity must be stripped away from one or more users without being certain that their connection was part of the attack (since they could be legitimately using the service while the attack is taking place). Even if the attacker is added to the revocation list, several communications must be performed before the CSP tests for revocation. Therefore, a DoS attack attempting to tie up the CSP's resources by repeating only the pre-test phases is still possible.
7) TRAFFIC ANALYSIS ATTACKS
We have used TOR to prevent our scheme against traffic analysis attacks to preserve the anonymity of the user. For anonymity TOR client selects the nodes to be used in circuits uniformly from the set of active routers so that the attacker cannot influence the selection path. Normally, an adversary can modify the communication in a variety of ways i.e., drop, alter, delay or add. However, for traffic analysis attacks, we only consider an adversary who wants to learn the source or destination of the communication. TOR can be insecure against an adversary who can observe the traffic as it VOLUME 6, 2018 enters and leaves the TOR network. In that case, the adversary needs to have access to both entry and exit nodes to correlate the traffic using traffic analysis attack [52] .
A method for path selection and specifying the degree of anonymity was proposed by Panchenko and Renner [53] using entropy based metric. A user can be deanonymized if the attacker owns both the entry and exit nodes of the user's circuit. The entropy E(X ) of a path selection metric and the corresponding degree of anonymity d from a sample path X can be calculated as follows [53] :
The number of the distinct entry and exit nodes combinations that occurred in the sample of paths X are denoted by N in Eq. (25) , whereas the corresponding probability of the combination i is represented by p i . E Max used in Eq. (26) is the maximum entropy that can occur. Using d = 1 in a path selection method will choose any entry and exit nodes combination with the same probability. Hence, the attacker has no influence in the path selection process.
While the potential exists for an attacker to defeat the security provided by the TOR network in our proposed scheme, the result is that anonymity is lost due to factors outside the control of our protocol. Other protocols that do not implement protections using TOR or similar products will be vulnerable to such attacks by default.
B. COMPLEXITY ANALYSIS
In this section, we compare the complexity of the proposed scheme to several similar schemes from the literature. In selecting protocols for comparison, we used the criteria to narrow the selection of protocols:
• No devices are required by the protocol (smartcard, tamper-proof device, etc.)
• The protocol allows an unlimited number of authentications by a user without compromising privacy Based on the criteria, the protocols selected for comparison are those by Djellalbia et al. [40] , Kuzhalvaimozhi and Rao [27] , Li et al. [41] , Lin et al. [29] , Liu et al. [42] , and Sudarsono and Al Rasyid [43] , which are referred to as Djellalbia, Kuzhalvaimozhi, Li, Lin, Liu, and Sudarsono respectively in the following Tables.  Table 2 compares the important features provided by the protocols studied. Subscripts provide further information for some values and are explained as follows:
1) No revocation algorithm is specified that allows the Service Manager to report abuse of services and terminate patient's access. 2) The user information shared between the patient and the Registration and Ticket Manager is never specified. It may be necessary to create a new user ID to update credentials.
3) The Group Manager can link user's public keys to their identity and trivially link user transactions together. Authors treat certificates as ''pseudo-secret'' since GM may not be trusted. 4) No use of public key infrastructure mentioned to protect communication integrity. 5) The patient's ''pseudo-identity"/private key is the hash of their true identity, a new private key requires a new identity. 6) The authors claim unlinkability of their scheme; however, the pseudonym sent to the Access Point is the same for each transaction and allows transactions to be linked. 7) It is never specified if a secure channel is used for registration. If not, it is possible to Man-in-the-Middle the protocol. 8) The GM knows every user's secret key. A malicious GM could impersonate any user. 9) The user's ID is "embedded in the key". Depending on how this occurs, credential update may require the user to create a new ID every time. 10) Only the signer creates random values in the signing phase, an attacker could replay a session with the same random values. As shown in Table 2 , our protocol is the only studied protocol that provides all of the desired features and protections against attacks. The protocol that comes closest is that of Li et al., which lacks forward-unlinkability. It can be seen in [41] that the pseudoidentity generated in registration is provided as a part of every authentication packet used, making the transactions trivially linkable. Also, for several of the protocols listed, the issue of credential revocation is not explicitly addressed; however, if it appears possible that the protocol could provide credential revocation, the scheme is given credit for providing revocation as well.
In addition to this, the proposed method provides a description of how to use the TOR network to add a second layer of anonymity to the protocol. While all of the studied protocols provide theoretical anonymity, it is possible for an attacker monitoring network communications to trace packets back to users and therefore reveal their identities outside of the bounds of the protocol. Use of the TOR network is compatible with all of the protocols studied and is highly recommended in order to ensure user anonymity at all levels.
Next, we compare proposed protocol with selected protocols from literature for computational complexity. For each protocol, the four phases are decomposed into the operations necessary to complete the phase for a single user. In the following, m is used to denote the total number of users of the system, α denotes the number of patients assigned to a given physician, n is a variable set by the implementers of the protocol, and r is the number of revoked users. The complexities of each protocol are shown in Table 3 • E: Exponentiation • E M : Modular Exponentiation • P C : Calculation of prime number In this analysis, the complexities of looking up public keys or certificates in a database are not included as they are necessary to all of the described protocols and the complexity depends upon implementation details.
In an anonymous authentication scheme, the complexity of the authentication phase is the most significant as it is performed each time the user wishes to perform a transaction. As shown in Table 3 , our protocol's authentication phase is more efficient than those proposed by Djellalbia et al. The proposed scheme is comparable to the proposal by Li et al. and that by Liu et al. These two protocols do not have a clearly defined revocation algorithm. Logically, it is impossible for a protocol to be unlinkable and not require performing some operation on every value in the revocation list or contacting a trusted third party during revocation. If the verifier could compute a value for each authentication and check for that value in the revocation list, transactions could be linked by the values computed. Therefore, tests for revocation must require at least r operations. This makes our protocol's authentication phase comparable in complexity to those of Li et al. and Liu et al., since the primary difference between the complexity of our authentication phase and theirs is the r Elliptic Curve Multiplications that we must perform in order to test if a user is on the revocation list.
Kuzhalvaimozhi and Rao's protocol has a lower complexity than ours in Authentication and claims to provide anonymity and unlinkability. However, the Group Manager (GM) in their protocol can trivially de-anonymize a user and link transactions together. The scheme treats information usable for linkability as ''pseudo-secret'' since it could be shared by a corrupt or incompetent GM. Therefore, we do not consider this scheme to truly provide unlinkability. Also, this scheme provides no means of performing credential revocation. These two shortcomings make the protocol unusable for our targeted use case. Table 4 shows the execution times provided in [42] , which can be used to estimate the relative complexities of each protocol. One can see that our protocol is much faster than Sudarsono's protocol, which is the only other protocol that provides unlinkability, in the initialization and authentication phases. However, it is slower in the revocation phase. This is due to the fact that unlike Sodarsono's protocol, the new protocol treats the CSP as an untrusted entity.
Then, we compare the studied protocols based upon the number of one-way communications necessary for each phase of the protocol. The results are shown in Table 5 . The value t is a special parameter of Lin's scheme that denotes the number of patient records to be bundled in a single transmission from the database to physicians. It is assumed for initialization that each publishing of a message requires a single transmission.
As shown in Tables 5 and 6 , it is difficult to compare the communication complexities of the studied protocols without the knowledge of the revocation functions used. The only other protocol with a clearly defined revocation procedure, Sudarsono's protocol, requires fewer communications per phase than our protocol. However, as shown in Table 6 , for the most commonly executed phase (Authentication), our protocol requires less than half the number of bits to be communicated for the messages exchanged during the authentication phase. The values used in Table 6 were calculated based upon the following assumptions. 10) The result of a multiplication with a hash function output is stored in a 512-bit value (unless it is an elliptic curve multiplication). 11) Encryption is performed with a 256-bit block cipher. 12) All textual messages are 1024 bits in length.
VII. CONCLUSION
Protecting the privacy of patients is crucial to the success of smart cloud based healthcare applications. In this paper, we have presented the anonymous authentication scheme for smart cloud based healthcare applications. The proposed scheme preserves the privacy of patients when they access the services hosted on the cloud. The scheme utilizes rotating group signature scheme based on ECC. Due to smaller key sizes used in ECC, the security of the system can be easily scaled up by increasing the key size without affecting the computational complexity. The scheme adds an extra layer of protection against traffic analysis attacks by an eavesdropper by providing anonymity at the network layer by employing TOR. The scheme protects patients' sensitive data from an eavesdropper and untrusted cloud servers. One salient feature of our scheme is that the medical application or service providers cannot reveal the identity of the patient hence protecting the privacy. In this paper, we have designed a practical system which is secure and efficient. The proposed authentication scheme ensures that the patients can consume services without revealing their identity at the time of consumption or retrospectively.
